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Let's make email safer.

More messages encrypted in transit makes the
Internet safer for all of us.
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Ma Hoéa Dir Liéu

Théng tin lién lac khéng dwoc ma
hoa c6 thé bj giam sat.

Find out how secure your email provider is at g.co/saferemail

Outbound
. . . MM 0
Ma hoa la cach tot nhat de gitr 31%

’ > ~ > ~ . N Messages from View Past
t|nh baO mat cua thong t|n I|en Gma‘il to other
IaC providers. w0

= = ays

1 year

oot 15,2015 Oct 22, 2015 Oct 29, 2015

Inbound

57%

Messages from View Past
other providers %
) ¥ 30 days
to Gmail.
90 days
1 year

0%
Oct 15, 2015 Oct 22, 2015 Oct 29, 2015




M3& Héa Dir Liéu

& HTTPS

Ma Hoéa
& Thiét Bi


https://www.youtube.com/watch?v=cBhZ6S0PFCY&utm_source=wmx_blog&utm_medium=referral&utm_campaign=tls_en_post
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Bao Vé Dir Liéu Ngwoi
Dung

La wu tién hang dau tai Google.

Cac trung tam di liéu dwoc phan
phéi tai nhiéu quéc gia khac nhau,
v&i cac diéu kién truy cap va bao
vé chat ché.

Téat ca cac may chd dwoc thiét ké
cho dw phong va kha nang phuc
hoi cao.
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Xac Thuc &
Bao Vé Tai Khoan

Phishing (trdm danh tinh) la mbi
de doa I&n dbi véi ngudi dung.

Google s& hiru cac bién phap
bao vé tai khodn tién tién nhat
trong nganh cong nghé
Canh bao cac hoat ddng dang
ngo
Xac thuwe 2 buwdc

Google

Gmail

es | Ignore

Gmail ~ - (] [ ] - ¥ - More ~ 1 of ¢
Suspicious sign in prevented mbox x & B
Inbox (93) accounts-noreply@google.com 9:45 PM (1 minute agao) -~ -
to me [+
Starred
Important David,
Sent Mail Someone recently tried to use an application to sign in to your Google Account, davidvielmetter@agmail.com. We
prevented the sign-in attempt in case this was a hijacker trying to access your account. Please review the details of
Drafts the sign-in attempt:
Thursday, October 4, 2012 4:45:22 AM GMT
o~ (7 |IP Address: 65.55.41.7 (hotmail com)
Location: United States
Activity on this account

This feature provides infermation about the last activity on this mail account and any concurrent activity.

Leamn more

This account is currently being used in one other location.
(Location may refer to a different session on the same computer.)

Concurrent session information:

Verify it's you

A Something seems a bit different about the way you're trying to sign in. Complete the step below
1 to let us know it's you and not someone pretending fo be you. Leamn more

| Sign out all other web sessions |

Recent activity:

Access Type [ 2] Location (IP address) [ 2] il he ci ly sign in f
@ e SToteRn) Tell us the city you usually sign in from
Inbox Web United States (CA) (207.198.105.20) l

?B“"“‘ Ul - pecatonlBancress) 324 m;’;‘f " Having trouble? Ask Google for help to get back Into your account

your time zone)
Browser {Chrome) Show details * United States (CA) (207.198.105.20) 9:57 am (0

minutes ago)
Inbox Web (Chrome) Show details * United States (CA) (207.198.105.20) 9:56 am (1

inut
= Ut s () T We've reduced account
(2607:fb90:42d:bca9:8cd9:9d1e:e038:/230) | minutes ago)

Inbox Web (Chrome) Show details * United States (CA) (76.21.42.230) 8:02am (1.5 M M

rarso ijackings by more than
Inbox Web (Chrome) Show details * United States (CA) (76.21.42.230) 10:21 pm (11 .

S~ half 2011
Browser (Chrome) Show details * United States (CA) (76.21.42 230) 10:14 pm (11 a S | n C e .

hours ago)
Inbox Web (Chrome) Show details * United States (CA) (76.21.42 230) Apri6 (13

hours ago)




Xac Thuc & Bio Vé Tai Khoan: Xac Thuc 2 Buéc

........ i ﬁ 2 tang bao mat
i e Mat khau tai khoan

n e Ma PIN duoc g dén dién thoai hodc
khdi tao tir khda an ninh

Video

@ Google Authenticator

Enter this verification code if prompted
during account sign-in:

246174

093158



https://www.youtube.com/watch?v=iup3HTrcO28
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Chrome &
SafeBrowsing
(Duyét An Toan)

M& hinh ty dong cap nhat caa
Chrome dam bao nguoi dung
c6 duwoc cac ban swa 16i bao
mat mot cach nhanh chéng.

Duyét An Toan bao vé hon 1ty
nguwoi dung khéi Phishing,
phin mém doc hai va cac madi
de doa truc tuyén khac.

Md hinh tr dong cap nhit ciia Chrome va su tiép
nhan cia nguwoi dung

% nguoi dung
Chrome

v32

v33 and 2 security
updates!

v39

NN
P

1/
|

Apr 2014

Jul 2014

Oct 2014

Jan 2015



Chrome & Duyét An Toan: Théng Bao Truc Tiép bén Nguwoi Dung

+You Search Maps Play Gmail More - Sign in -l:!-

Your computer appears to be infected
We believe that your computer is infected with malicious software. If you don't take action, you might not be able to connect to the Internet in the future.
Learn how to remove this software.

Google nowers O - |
3

' Be careful with this message. It contains links to websites hosting

malware.




Chrome & Duyét An Toan: Canh Bao Trong Trinh Duyét

Deceptive site ahead

Attackers on phishing.safebrowsingtest.com may trick you into doing something
dangerous like installing software or revealing your personal information (For example,

passwords, phone numbers, or credit cards).

D Automatically report details of possible security incidents to Google. Privacy policy

Details Back to safety




Chrome & Duyét An Toan: Phat hién Website Khéng An Toan

Unsafe websites detected per week Unsafe websites detected per week

Phishing sites s Malware sites Phishing siteS s Malware sites
90,000 90,000

Malware sites
Nov 1, 2015, 25,842

60,000 60,000

ul

Phishing sites
Nov 1, 2015, 23,349

30,000 m '

Users who see browser warnings per week

Warnings appear when a user navigates to a site we
have ideniified as unsafe or downloads malicious

150,000,000
software.

100,000,000

50,000,000



Chrome & Duyét An Toan: Vi Du vé Social Engineering & Phishing

ﬂﬂ(@d TRANGCHU  NAPVCOIN  ESHOP  TIEENiCH (ELUELNEERTSS
i

DANG NHAP

Dén véi WebShop khach hang co thé hai long vé phuong cham lam viéc: Gid ca 4 9, Uy tin 12
10, lam &n lau dai, git» méi quan hg . Voi 2 ndm kinh nghiém ban hang, dgi ngu nhan vién nhigt
tinh, WebShop bau vat d&atilatilde; dem sy UY TIN dén khach hang voi hon 1000 Iwet mua moi
ngay.Dé dat dugc thanh céng ngay hém nay, cdm on qui khach hang da tin tudng va str dung
dich vy cla ching t6i.

Lwu y: Néu khéng c6 s6 dién thoai ban vui long nhap (0), khéng cé yahoo lién hé ban nhap
)

Sau khi dién day di théng tin mua Bau VAt xong ban 4n vao chir Mua Bau Vat dé hoan tic
mua bau vat

Upﬂﬂ‘! recammended for
L Google Chrome Browser
Tai khoan ID

Mat Khiu

DANG NHAP

Xem huéng dén chi tiét nap Veoin qua the cao [lal aayfid vicn]

BauVatCF.VN/dangnhap.html iré& thanh website duy nhit cia hé théng tai khoan FireRush

Phishing tai khoan VTC Social Engineering gia mao cip
nhit Chrome



ﬁ Google Play Store

Google dam bao Android Ia moi truong an toan
cho ngudi dung & nha phat trién (rng dung

| | Ma Héa Dir Lidu Ljnst_allmg this app may harm your
!; Ji D@ ligu dwoc bdo dam ca trong trvong hop thiét bi bi mat hodc danh cap Eulcs

----------- This app is potentially dangerous. Installing it may
harm your device, incur unwanted usage charges, or
__________ . expose your personal information.

DPa Ngwei Dung, H6 Sor Han Ché & Ché P6 Cho Khach
Kich hoat tinh nang truy cap tam th&i cho thiét bj clia ban ma khéng can
cap quyén truy cap vao di liéu ca nhan va cac (rng dung.

Google recommends that you do not install this app.

App name: "Testing App"

| understand that this app may be dangerous.

L\ | Cai Thién Xac Thuc

' M& khoa thiét bi khi dwgc dat gan mot thiét bj tin cay khac (thong qua
NFC, Bluetooth) hoac ngudi dang tin cady (nhan dang khuén mat) G |
——————————— ance

A
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Trung Tam An Toan
Google

Gin gilr mdi trwdng Internet an
toan la trach nhiém cia ca nguoi
dung.

Tim hiéu nhirng gi ban cé thé lam
dé bao vé ban than va gia dinh trén
Internet tai Trung tadm an toan
Google.

google.com/safetycenter/

Report inappropriate
SafeSearch results

Flag questionable
content

Report offensive
content

Keep Hangouts safe
for everyone

e
Keep inappropriate Help keep the Use app ratings to Setit and forget it.
apps out of the Play blogosphere safe for choose age- Keep Safety Mode
Stare all appropriate apps locked

> 8 o

Set a filter to keep
inappropriate
content out

Get family-friendly
results from Search

Add a password for
in-app purchases

>

Manage who says
what about your
videos




(0] 5
Bao Cao Minh Bach

Cung cap di liédu vé luat, chinh
sach va anh hwéng clia chung dén
nguw®i dung Internet va dong chay
cua théng tin trwc tuyén.

google.com/transparencyreport

Google Transparency Report

Access to information

Data that sheds light on how laws and policies affect Internet users

and the flow of information online.

Browse the current reports

Government requests to remove content

A list of the number of requests we receive from
governments to review or remove content from
Google products.

Google product traffic

The real-time availability of Google products around
the world, historic traffic patterns since 2008, and a
historic archive of disruptions to Geogle products.

Requests for information about our users

A list of the number of requests we received from
governments to hand over user data and account
information.

Safe Browsing

Statistics on how many malware and phishing
websites we detect per week, how many users we
warn, and which networks around the world host
malware sites.

Requests by copyright owners to remove
search results

Detailed information on requests by copyright
owners or their representatives to remove web
pages from Google search results.

Encryption of email in transit

A report on how much email exchanged between
Gmail and other providers is protected from
snooping while it crosses the Internet,
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Tai Nguyén &
Con Ngwei

Google dau tw rat nhiéu vao viéc
tim kiém cac 16 hong trong chinh
cac san pham cua chung toi.

Chung t6i s& hiru mot ddi ngl gom
500 chuyén gia an ninh & bao mat
hang dau the gidi.

Meet ‘Project Zero,’ Google’s Secret Team of Bug-
Hunting Hackers

BY ANDY GREENBERG 07.15.14 | 6:30 AM | PERMALINK

Hacking wunderkind George Hotz's latest gig: An intern on Google’s elite hacking team. (€] Tribune
Review, Andrew Russell/AP

MEET GOOGLE'S SECURITY
PRINCESS

As Google's top hacker, Parisa Tabriz thinks like a criminal—and manages
the brilliant, wonky guys on her team with the courage and calm of a
hostage negotiator.




Tai Nguyén & Con Nguoi: Trao thudng cho nguoi dung

google.com/about/appsecurity/reward-program/

Chung toi g’é trao thg’é’n~g h’o’n 3.3 trieu USD cho cac nha nghién ctru
bao mat de tim cac 16i, 16 hong bao mat va stra chung.

Pcworld ~ Y > R X >
Google triples bug bounty it ahp 3 ion 15,000 USD, hodo
reward range to $15,000 (and  nhiéuhon naar
sometimes more)

Mashable
"Google ti tre cho céc nha Google 1s giving researchers money—
nghién ctu de tim I01 bao mat up front, no strings attached— to find

ma khéng doi hdi gi” .
security bugs



Tai Nguyén & Con Nguoi: Trang Blog vé Bao Mat & An Ninh Mang

Go gIe Online Security Blog

The latest news and insights from Google on security and safety on the Internet

Safe Browsing protection from even more deceptive attacks “

Posted: Friday, November 13, 2015 G| 66 [v I £l

Posted by Emily Schechter, Program Manager and Noé Lutz, Software Engineer

Safe Browsing has been protecting over one billion people from traditional phishing attacks on the web for more
than eight years. The threat landscape is constantly changing—bad actors on the web are using more and
different types of deceptive behavior to trick you into performing actions that you didn't intend or want, so we've
expanded protection to include social engineering.

Google

Social engineering is a much broader category than traditional phishing and encompasses more types of deceptive
web content. A social engineering attack happens when either:

News and updates on Goagle's
. . products, technology and more
- The content pretends to act, or looks and feels, like a trusted entity — like a bank or government.

- The content tries to trick you into doing something you'd only do for a trusted entity — like sharing a G+ Follow +1
password or calling tech support.

Below are some examples of social engineering attacks that try to trick you into thinking the content is delivered by
Google or Chrome. Other trusted brands are also commonly abused for social engineering attacks.

=
=3 Archives

Feed

Google
o~ 9
e Update recommended for \,

Goagle Chrome Browser

W Follow @google

This page tries to trick you into downloading and executing malware or unwanted software. It uses Chrome’s logo Give us feedback in our Product
and name to confuse you into believing the site is operated by Google. Conient like this may include an Forums.
inconspicuous legal disclaimer that states it is not affiliated with Google. This does not change the deceptive
nature of this conteni—as always, use caution when downloading files from the web.
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Kiém Tra Bao Mat véi
Google

Co6 rat nhiéu diéu ma ban co thé
lam dé bao vé an toan théng tin va
tai khoan cua minh.

Ung dung kiém tra cia Google
giup quan ly dé dang céac cai dat
vé tinh riéng tlr va bao mat trén tai
khoan Google.

security.google.com

Manage your account

access and security ex| ‘.. E
settings -

Your Google Account is protected by the most advanced
online security. Keeping these settings up-to-date
safeguards your account even more.

Security Checkup

Protect your account in just a few minutes by reviewing your security settings and activity.

GET STARTED

Signing in to Google

Control your password and account access, along
with backup options if you get locked out of your Password & sign-in method

account.
Your password protects your account. You can also add a second layer of

protection with 2-Step Verification, which sends a single-use code to your

Make sure you choose a strong password phone for you to enter when you sign in. So even if somebody manages to

A strong password contains a mix of numbers, letters, and steal your password, it is not enough to get into your account.

symbols. It is hard to guess, does not resemble a real

word, and is only used for this account. Note: To change these settings, you will need to confirm your password.
Password Last changed: October 27, 10:57 PM

2-Step Verification On since: September 23, 2013



Thank you!
Cam on!



Cau Hoi Thwong Gap

Liéu cac cau haoi bi mat co
giup tang cwong murc do
bao mat va dé tin cay
khong?

Sa the answers are
harder to guess

| didn't want to share
the real answers

1 didn't expect to
have to answer them

So the answers are
easier to remember

10%

Fraction of the

Figure 8: Survey answers for the question ""Why did you provide
[fake answers to your password recovery question?"

Fraction of the -us ion - 1500

Figure 9: Survey responses for the questions "Have you ever
thought that someone might try to break into your primary per-
sonal email account by trying to reset your password?"

@ Intercept SMS
T (O Guess secret answer

T

Fraction of respondents

] 7
Extremely difficult

Not al‘all difficult
Figure 10: Survey responses for the question "How difficult

would it be for a hacker to to break into your primary per-
sonal email account?"



